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Cloud Backup

In today’s interconnected business environment, digital information has become an organisation’s lifeblood. And

while this digital transformation opens doors to enhanced productivity and collaboration, it also introduces a range
of challenges and potential vulnerabilities.

Why Should You Care?

Worldwide there are approximately 450 000 new malware samples registered every day and 19 ransomware attacks

occurring every second. Cloud Backup from Metrofile Cloud offers data protection across 20+ platforms, physical,

virtual or cloud. It is a Backup and Cyber Security platform delivered from a single agent, meaning that your backups

are also scanned for viruses and threats.

Security, Delivered, Business Continuity, Assured, Regulatory Compliance, Simplified

Data Security

Operational disruptions caused by data loss or system crashes can
be not only costly but also damaging to your customer relationships
and bottom line.

Our Cloud Backup is purposefully designed to safeguard your data,
ensuring swift recovery and mitigation of risks associated

with downtimes.

Compliance with Data Regulation

Compliance with data protection regulations is a crucial aspect
for businesses, particularly those handling sensitive client and
employee information.

Our all-encompassing backup solutions aid companies in maintaining
regulatory compliance by guaranteeing that data is securely stored,

managed, and accessible whenever required.

What we backup? And how?

Full-image and file-level backup & recovery.

mobile devices.

Protection from either an agent or host level.
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Ensuring Business Continuity

Downtime due to data loss or system crashes can be costly, affecting
your business operations, customer relationships, and bottom line.

The Backup Solution ensures business continuity by safeguarding
your data and making it available for recovery swiftly, mitigating the
risk of operational disruption.

/‘
Responding to IT Complexity

As businesses grow and their IT environments become more
complex, managing backups can become resource-intensive and

potentially error-prone.

Our Cloud Backup simplifies this process with an intuitive and
automatic solution, freeing up your IT team’s resources to focus on
other strategic tasks.

On more than 20 platforms including Windows, devices, Apple devices, virtualized platforms &

Backups are taken in either an incremental, encrypted or automated fashion.

o Backups are stored in the private Metrofile Cloud on immutable storage.
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Why choose Metrofile Cloud Backup?

Watertight security: Your data is encrypted and password protected BEFORE it’s transmitted from the
devices housing the data, this makes Metrofile Cloud Backup an extremely secure and confidential
solution.

Fully customizable: You can customize your own data backup schedule and what is backed
up init.

Compatibility: Our Cloud Backup works extremely well in tandem with our
Cybersecurity solution.

Fully managed: From installation to monitoring to restoration assistance and even keeping track of
hardware inventory, Metrofile Cloud will manage it all with you.

Limitless restore time: Unlimited restore point objectives (RPOs).

What the Metrofile Cloud Backup The Metrofile Cloud Backup solution
solution offers: workload includes:

« File backup e Backup

e Image backup  Files/folders backup

o Application aware backups o Full machine backup

» Network share backups  Disk/volume backup

e Vulnerability assessments o System state backup

o Hardware inventory  Application backups (SQL databases)

e Group management of workloads ¢ Network shares backup

¢ Backup to cloud storage

o Backup to local storage

Management Included security (Optional)
« Remote management (web-based console) e Device Control
e Hardware inventory o #cyberfit score

Centralized plans management

Vulnerability assessment

Group management of workloads  Active protection

Automatic and customisable email notifications and
reporting for multiple users

Network folder protection
URL filtering

Anti-virus and anti-malware without local
signature-based detection
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